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[bookmark: _Toc343501803][bookmark: _Toc362512556][bookmark: _Toc231983161]Introduction
[bookmark: _Toc362512557][bookmark: _Toc301341569][bookmark: _Toc301341746][bookmark: _Toc301345857][bookmark: _Toc343501805][bookmark: _Toc231983162]Scope
The Pre-Delegation Testing Provider will test the DNS service for the designated zone and verify the resulting answers. The test cases described in this document are performed using many measurement nodes distributed globally, as an alternative approach as ICANN dropped the requirement from the Applicant Guidebook stating that each unicast node in an Anycast cluster must be tested.
[bookmark: _Toc362512558][bookmark: _Toc231983163]References
[bookmark: _Toc345146905][bookmark: _Toc362512559][bookmark: _Toc231983164]External
· IEEE 829-2008
· ICANN gTLD Applicant Guidebook, Version 2012-06-04
· Placing TLD delegation signer information in the root zone[footnoteRef:1] [1:  http://www.iana.org/procedures/root-dnssec-records.html] 

[bookmark: _Toc345146906][bookmark: _Toc362512560][bookmark: _Toc231983165]Internal
· Pre-Delegation Testing, Statement of Work
· Pre-Delegation Testing, Master Test Plan
· Pre-Delegation Testing, DNS Test Plan
[bookmark: _Toc231983166][bookmark: _Toc362512561]Document Hierarchy
[bookmark: _Toc362512562][bookmark: _Toc231983167]Context
All tests are to be performed over IPv4 and IPv6 from many nodes widely distributed over the Internet. “Many” is a lot more than the five nodes in the five different ICANN regions as required in the other test cases. Each test case has the exact detail on how many nodes are required for the test cases described in this document that must be functioning in order for the tests to be performed.

The purpose of using many measurement nodes is to measure the largest amount of individual anycast locations as possible, in order to conclude that the Anycast DNS function is operational.
[bookmark: _Toc362512563][bookmark: _Toc231983168]Notation for description
Each test case for the DNS service is described in their own section. The test procedures are described directly in the test case.
[bookmark: _Ref231893729][bookmark: _Toc362512564][bookmark: _Toc231983169]Measurement criteria for all test cases in this document
The available nodes to the PDT tests system are variable over time. The current number of nodes that the PDT can access for these tests as of the date of this specification is approximately 150, widely distributed globally.

All test cases in this document are performed on these nodes using the timeouts and threshold values described in this section. Availability of a node is based on if The PDT Service Provider can connect to the node using SSH, and if it can run the test program without returning any error from the system.

1. If a node does not return answers for all requested queries within 7.5 seconds times the number of queries (timeout = 7.5s x queries) or if it does not have support to send back anyqueries over both IPv4 and IPv6, all data from the test master node after 10 minutes, the master node disconnects and considersis ignored and the node is disconnected. The node is considered to be non-available.
2. The number of nodes that must be available to the test master system for testing must be at least 20 nodes.
3. 51% of the available nodes must have a complete set of answers for each query made via the available nodes. The set of answers from a node is considered complete when at least 90% of the queries have valid DNS responses.

If the number of available nodes are below the threshold described in 2), a PDT test cannot be performed, and the problem must be fixed by the PDT Service Provider.

If the number of DNS nodes that have returned a complete set of DNS answers are below the threshold described in 3), all test cases in this document fails.
[bookmark: _Toc362512565][bookmark: _Toc231983170](Distributed) Signatures in the designated zone must validate
[bookmark: _Toc362512566][bookmark: _Toc231983171]Test case identifier
DNS16 Signatures in the designated zone must validate
[bookmark: _Toc362512567][bookmark: _Toc231983172]Objective
Verify that the provided DNSSEC trust anchor can be used to validate DNSSEC signatures (RRSIG) in the test zone.

This test case fulfills the DNSSEC validation requirement R25 from the Statement of Work.
[bookmark: _Ref231008297][bookmark: _Toc362512568][bookmark: _Toc231983173]Inputs
The following information will be needed as input for this test case:

	Id
	Description
	Type

	TLD
	The ASCII compatible name of the TLD
	String

	DnsKeyDigest-[1..n]
	The digest (DS) of the DNSKEY
	String

	DnsKeyTag-[1..n]
	The key tag of the DNSKEY
	Number

	DnsKeyAlgorithm-[1..n]
	The algorithm number of the DNSKEY
	Number

	DnsKeyDigestType-[1..n]
	The digest type number of the DS
	Number

	DnsNameServer-[1..n]
	FQDN of authoritative name server
	String

	DnsGlueRecord-[1..n]
	All IPv4 or IPv6 addresses for auth NS
	String

	SubDomain
	A delegated domain with NS and DS records published in the TLD zone
	String



The above input is also considered to be the exact same information that is sent to IANA for inclusion in the root zone, except for the SubDomain. IANA will only publish the subordinate host glue records in the root zone.
[bookmark: _Toc362512569][bookmark: _Toc231983174]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

The signatures covering the DNSKEY record must be validated following the DNSSEC chain from the given DS records.

The signatures covering the SOA record must be validated following the DNSSEC chain from the given DS records.
[bookmark: _Toc362512570][bookmark: _Toc231983175]Environmental needs
All authoritative name servers listed in the inputs section 32.3 should be authoritative for the designated zone.

The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512571][bookmark: _Toc231983176]Special procedural requirements
This test has no special procedural requirements.
[bookmark: _Toc362512572][bookmark: _Toc231983177]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc362512573][bookmark: _Toc231983178]Ordered description of steps to be taken to execute the test case
The test program is executed with all of the input parameters described in section 32.3.

For each name server, a query is sent to all the name servers for the DNSKEY record. The answers must contain DNSKEY records and an RRSIG record(s). The signature is validated with the DNSKEYs found, and then matched with the DS record from the input.

For each unique DNSKEY algorithm found in the, there must be an RRSIG matching each algorithm.
[bookmark: _Toc362512574][bookmark: _Toc231983179](Distributed) Zone contains NSEC or NSEC3 records
[bookmark: _Toc362512575][bookmark: _Toc231983180]Test case identifier
DNS17 Distributed, Zone contains NSEC or NSEC3 records
[bookmark: _Toc362512576][bookmark: _Toc231983181]Objective
Verify that there are NSEC or NSEC3 records present in the zones with valid signatures.

This test case fulfills the DNSSEC validation requirement AGB3 from the Applicant Guidebook.
[bookmark: _Toc362512577][bookmark: _Toc231983182]Inputs
See section 2.3 for all input parameters.
[bookmark: _Toc362512578][bookmark: _Toc231983183]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

The signatures covering the NSEC or NSEC3 record must be validated following the DNSSEC chain from the given DS records. If the records are not present, or if the show an invalid RRSIG, this test fails.
[bookmark: _Toc362512579][bookmark: _Toc231983184]Environmental needs
All authoritative name servers listed in the inputs section 2.3 should be authoritative for the designated zone.

The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512580][bookmark: _Toc231983185]Special procedural requirements
This test has no special procedural requirements.
[bookmark: _Toc362512581][bookmark: _Toc231983186]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc362512582][bookmark: _Toc231983187]Ordered description of steps to be taken to execute the test case
The test program is executed with all of the input parameters described in section 2.3.

A query is made for the SOA record on xx—example.[TLD], a label that should never occur because of the prefix. The answer should contain NSEC or NSEC3 records with valid signatures.


[bookmark: _Toc229195245][bookmark: _Toc362512583][bookmark: _Toc231983188](Distributed) Consistency between glue and authoritative data
[bookmark: _Toc229195246][bookmark: _Toc362512584][bookmark: _Toc231983189]Test case identifier
DNS18 Distributed, Consistency between glue and authoritative data
[bookmark: _Toc229195247][bookmark: _Toc362512585][bookmark: _Toc231983190]Objective
For name servers that have IP addresses listed as glue, the IP addresses must match the authoritative A and AAAA records for that host.
[bookmark: _Ref223411137][bookmark: _Toc229195248][bookmark: _Toc362512586][bookmark: _Toc231983191]Inputs
[bookmark: _Toc229195249]See section 2.3 for all input parameters.
[bookmark: _Toc362512587][bookmark: _Toc231983192]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

This test fails if there is a glue record (A or AAAA) in the delegation that does not exist in the delegated zone, i.e. the owner name and IP address of the record must be the same.
[bookmark: _Toc229195250][bookmark: _Toc362512588][bookmark: _Toc231983193]Environmental needs
All authoritative name servers listed in the inputs section 2.3 must be authoritative for the designated zone.

[bookmark: _Toc229195251]The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512589][bookmark: _Toc231983194]Special procedural requirements
This test case is dependent on the availability of all unicast addresses, however we cannot verify that all unicast addresses has been made available for testing.
[bookmark: _Toc229195252][bookmark: _Toc362512590][bookmark: _Toc231983195]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc229195253][bookmark: _Toc362512591][bookmark: _Toc231983196]Ordered description of steps to be taken to execute the test case
For each name server in the input parameter (DnsNameServer) send a DNS query for each glue record. Compare the RR set in the response with the glue record. If there is no record in the answer with the same owner name and IP address as the glue record, the entire test fails. The RR set may contain additional records.”
[bookmark: _Toc229195254][bookmark: _Toc362512592][bookmark: _Toc231983197](Distributed) SOA record consistency between authoritative name servers
[bookmark: _Toc229195255][bookmark: _Toc362512593][bookmark: _Toc231983198]Test case identifier
DNS19 Distributed, SOA record consistency between authoritative name servers
[bookmark: _Toc229195256][bookmark: _Toc362512594][bookmark: _Toc231983199]Objective
The data served by the authoritative name servers for the designated zone must be consistent. All authoritative name servers must serve the same SOA record for the designated zone.
[bookmark: _Toc229195257][bookmark: _Toc362512595][bookmark: _Toc231983200]Inputs
See section 2.3 in this document.
[bookmark: _Toc229195258][bookmark: _Toc362512596][bookmark: _Toc231983201]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

If there is an inconsistency between any SOA records retrieved for the designated zone, the test fails.

If there are occurrences of different SOA Serial numbers, we manually inspect the Serial numbers in the logs. See the requirement in 2.8.3.1 in the “Technical requirements for authoritative name servers” document.
[bookmark: _Toc229195259][bookmark: _Toc362512597][bookmark: _Toc231983202]Environmental needs
All authoritative name servers listed in the inputs section 2.3 must be authoritative for the designated zone.

[bookmark: _Toc229195260]The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512598][bookmark: _Toc231983203]Special procedural requirements
[bookmark: _Toc229195261]If for operational reasons the zone content fluctuates rapidly, the serial numbers need only be loosely coherent. Manual inspection of the logs is performed in case of the occurrence of different SOA Serial numbers.

There are several different methods to set the SOA Serial number. The most popular are “unix time” where the Serial is a second counter based on unix time, “date” where the Serial is a date and a serial number counter at the end, and “counter” where the Serial value is just any type of counter. The most common use is probably “unix time”. In both “date” and “unix time” it should be easy to note that the name servers do not differ any more than a few serial number updates. A manual inspection of the SOA serial should be enough to make a decision on whether the name server updates work properly or not, and if the serial values are within a reasonable range the test is ok.
[bookmark: _Toc362512599][bookmark: _Toc231983204]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc229195262][bookmark: _Toc362512600][bookmark: _Toc231983205]Ordered description of steps to be taken to execute the test case
A SOA query for the designated zone is made for each name server in the input data described in section 2.3. If the answers are not consistent this test fails.
[bookmark: _Toc229195263][bookmark: _Toc362512601][bookmark: _Toc231983206](Distributed) NS record consistency between authoritative name servers
[bookmark: _Toc229195264][bookmark: _Toc362512602][bookmark: _Toc231983207]Test case identifier
DNS20 Distributed, NS record consistency between authoritative name servers
[bookmark: _Toc229195265][bookmark: _Toc362512603][bookmark: _Toc231983208]Objective
The data served by the authoritative name servers for the designated zone must be consistent. All authoritative name servers must serve the same NS record set for the designated domainzone.
[bookmark: _Toc229195266][bookmark: _Toc362512604][bookmark: _Toc231983209]Inputs
See section 2.3 in this document.
[bookmark: _Toc229195267][bookmark: _Toc362512605][bookmark: _Toc231983210]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

If there is an inconsistency between any set of NS records retrieved for the designated zone, the test fails.
[bookmark: _Toc229195268][bookmark: _Toc362512606][bookmark: _Toc231983211]Environmental needs
All authoritative name servers listed in the inputs section 2.3 must be authoritative for the designated zone.

[bookmark: _Toc229195269]The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512607][bookmark: _Toc231983212]Special procedural requirements
This test case is dependent on the availability of all unicast addresses, however we cannot verify that all unicast addresses has been made available for testing.
[bookmark: _Toc229195270][bookmark: _Toc362512608][bookmark: _Toc231983213]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc229195271][bookmark: _Toc362512609][bookmark: _Toc231983214]Ordered description of steps to be taken to execute the test case
An NS query for the designated zone is made for each name server in the input data described in section 2.3. If the answers are not consistent this test fails.
[bookmark: _Toc229195272][bookmark: _Toc362512610][bookmark: _Toc231983215](Distributed) No open recursive name service
[bookmark: _Toc229195273][bookmark: _Toc362512611][bookmark: _Toc231983216]Test case identifier
DNS21 Distributed, No open recursive name service
[bookmark: _Toc229195274][bookmark: _Toc362512612][bookmark: _Toc231983217]Objective
The authoritative name servers must not provide recursive name service.
[bookmark: _Toc229195275][bookmark: _Toc362512613][bookmark: _Toc231983218]Inputs
See section 2.3 in this document.
[bookmark: _Toc229195276][bookmark: _Toc362512614][bookmark: _Toc231983219]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

If any of the authoritative name servers returns with an RCODE other than SERVFAIL or REFUSED, this test case fails.
[bookmark: _Toc229195277][bookmark: _Toc362512615][bookmark: _Toc231983220]Environmental needs
All authoritative name servers listed in the inputs section 2.3 must be authoritative for the designated zone.

[bookmark: _Toc229195278]The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512616][bookmark: _Toc231983221]Special procedural requirements
This test case is dependent on the availability of all unicast addresses, however we cannot verify that all unicast addresses has been made available for testing.
[bookmark: _Toc229195279][bookmark: _Toc362512617][bookmark: _Toc231983222]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc229195280][bookmark: _Toc362512618][bookmark: _Toc231983223]Ordered description of steps to be taken to execute the test case
A SOA query for an almost certainly nonexistent name (e.g., example.com) is sent to the list of name servers, with the recursion request and DNSSEC flags set, resulting in a response with the recursion available flag set, an RCODE other than SERVFAIL or REFUSED and not referring to other servers. If the response is a possible referral, a failure message is emitted from the test of the name server.

[bookmark: _Toc229196006][bookmark: _Toc362512619][bookmark: _Toc231983224] (Distributed) Name server reachability
[bookmark: _Toc229196007][bookmark: _Toc362512620][bookmark: _Toc231983225]Test case identifier
DNS32 Distributed, Name server reachability
[bookmark: _Toc229196008][bookmark: _Toc362512621][bookmark: _Toc231983226]Objective
The name servers must answer DNS queries over both the UDP and TCP protocols on port 53.

This test case fulfills the requirements 2.3.1 in the “Technical requirements for authoritative name servers” document, and the requirements on TCP and UDP of section 5.2 in the Applicant Guidebook.
[bookmark: _Toc229196009][bookmark: _Toc362512622][bookmark: _Toc231983227]Inputs
See section 2.3 in this document.
[bookmark: _Toc229196010][bookmark: _Ref230927978][bookmark: _Toc362512623][bookmark: _Toc231983228]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

All name servers gives answers over UDP and TCP. If any of the listed name servers in section 2.3 does not answer below the threshold level described below this paragraph, this test case fail.
[bookmark: _Toc229196011][bookmark: _Toc362512624][bookmark: _Toc231983229]Environmental needs
All authoritative name servers listed in the inputs section 2.3 must be authoritative for the designated zone.

[bookmark: _Toc229196012]The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512625]Special procedural requirements
This test has no procedural requirements.
[bookmark: _Toc229196013][bookmark: _Toc362512626]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc229196014][bookmark: _Toc362512627]Ordered description of steps to be taken to execute the test case
A SOA query over UDP and TCP for the designated zone is made for each name server in the input data described in section 2.3. 
The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc231983230]Special procedural requirements
This test has no procedural requirements.
[bookmark: _Toc231983231]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc231983232]Ordered description of steps to be taken to execute the test case
A SOA query over UDP and TCP for the designated zone is made for each name server in the input data described in section 2.3. If there are no answers, this test case fails (based on the outcome criteria in 78.4).
[bookmark: _Toc229196015][bookmark: _Toc362512628][bookmark: _Toc231983233](Distributed) Answer authoritatively
[bookmark: _Toc229196016][bookmark: _Toc362512629][bookmark: _Toc231983234]Test case identifier
DNS33 Distributed, Answer authoritatively
[bookmark: _Toc229196017][bookmark: _Toc362512630][bookmark: _Toc231983235]Objective
The name servers must answer authoritatively for the designated zone. Responses to queries to the name servers for the designated zone must have the “AA”-bit set.

This test case fulfills the requirements 2.4.1 and 2.4.2 in the “Technical requirements for authoritative name servers” document.
[bookmark: _Toc229196018][bookmark: _Toc362512631][bookmark: _Toc231983236]Inputs
See section 2.3 in this document.
[bookmark: _Toc229196019][bookmark: _Toc362512632][bookmark: _Toc231983237]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

All name servers gives authoritative answers over UDP and TCP. If any of the listed name servers in section 2.3 does not answer authoritatively, this test case fail.
[bookmark: _Toc229196020][bookmark: _Toc362512633][bookmark: _Toc231983238]Environmental needs
All authoritative name servers listed in the inputs section 2.3 should be authoritative for the designated zone.

The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc231983239]Special procedural requirements
This test has no procedural requirements.
[bookmark: _Toc231983240]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc231983241]Ordered description of steps to be taken to execute the test case
A SOA query over UDP and TCP for the designated zone is made for each name server in the input data described in section 2.3. 
[bookmark: _Toc229196021]The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512634]Special procedural requirements
This test has no procedural requirements.
[bookmark: _Toc229196022][bookmark: _Toc362512635]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc229196023][bookmark: _Toc362512636]Ordered description of steps to be taken to execute the test case
A SOA query over UDP and TCP for the designated zone is made for each name server in the input data described in section 2.3. If any of the name servers fail to give an authoritative answer (“AA-bit” is set in the answer), the test case fails.
[bookmark: _Toc229196042][bookmark: _Toc362512637][bookmark: _Toc231983242](Distributed) Consistency between delegation and zone
[bookmark: _Toc229196043][bookmark: _Toc362512638][bookmark: _Toc231983243]Test case identifier
DNS34 Distributed, Consistency between delegation and zone
[bookmark: _Toc229196044][bookmark: _Toc362512639][bookmark: _Toc231983244]Objective
The set of NS records served by the authoritative name servers must match those proposed for the delegation in the parent zone.

This test case fulfills the requirements 2.7.1 in the “Technical requirements for authoritative name servers” document.
[bookmark: _Toc229196045][bookmark: _Toc362512640][bookmark: _Toc231983245]Inputs
See section 2.3 in this document.
[bookmark: _Toc229196046][bookmark: _Toc362512641][bookmark: _Toc231983246]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

If any extraneous name server is present in the parent data or in the delegated child zone, this test case fails.
[bookmark: _Toc229196047][bookmark: _Toc362512642][bookmark: _Toc231983247]Environmental needs
All authoritative name servers listed in the inputs section 2.3 should be authoritative for the designated zone.

[bookmark: _Toc229196048]The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512643][bookmark: _Toc231983248]Special procedural requirements
This test has no procedural requirements.
[bookmark: _Toc229196049][bookmark: _Toc362512644][bookmark: _Toc231983249]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc229196050][bookmark: _Toc362512645][bookmark: _Toc231983250]Ordered description of steps to be taken to execute the test case
The name server data on the input parameters side is compared to the content of the answers for all the name servers. If there is an inconsistency between the NS record sets, this test fails.

[bookmark: _Toc362512646][bookmark: _Toc231983251](Distributed) Name server must be able to provide referral to known subdomains
[bookmark: _Toc362512647][bookmark: _Toc231983252]Test case identifier
DNS35 Distributed, Name server must be able to provide referral to known subdomains
[bookmark: _Toc362512648][bookmark: _Toc231983253]Objective
All name servers must provide a referral with NS, DS and optional glue for the delegated subdomain.
[bookmark: _Toc362512649][bookmark: _Toc231983254]Inputs
See section 2.3 in this document.
[bookmark: _Toc362512650][bookmark: _Toc231983255]Outcome(s)
After the measurement criteria in section 1.5 has been passed, the following outcome must be true for all DNS answers, or this test case fails:

If the result of the query does not contain NS and DS records in the authority section, this test fails.
[bookmark: _Toc362512651][bookmark: _Toc231983256]Environmental needs
All authoritative name servers listed in the inputs section 2.3 should be authoritative for the designated zone.

The node availability criteria described in section 1.5 in this document also apply to this test.
[bookmark: _Toc362512652][bookmark: _Toc231983257]Special procedural requirements
This test has no procedural requirements.
[bookmark: _Toc362512653][bookmark: _Toc231983258]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc362512654][bookmark: _Toc231983259]Ordered description of steps to be taken to execute the test case
A SOA query for SubDomain from the input parameters is made to all the name servers. The result must contain a DS and NS set for the next link in the delegation chain. 




[bookmark: _Toc362512655][bookmark: _Toc231983260]Global
[bookmark: _Toc362512656][bookmark: _Toc231983261]Glossary
The glossary is available in the Master Test Plan.
[bookmark: _Toc362512657][bookmark: _Toc231983262]Document change procedures
Document change procedures are documented in the Master Test Plan.
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