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[bookmark: _Toc343501803][bookmark: _Toc359932296][bookmark: _Toc357077542]Introduction
[bookmark: _Toc359932297][bookmark: _Toc301341569][bookmark: _Toc301341746][bookmark: _Toc301345857][bookmark: _Toc343501805][bookmark: _Toc357077543]Scope
The Pre-Delegation Testing Provider will test documents regarding DPS and verify that the requirements are fulfilled.
[bookmark: _Toc359932298][bookmark: _Toc357077544]References
[bookmark: _Toc345146905][bookmark: _Toc359932299][bookmark: _Toc357077545]External
· IEEE 829-2008
· ICANN gTLD Applicant Guidebook, Version 2012-06-04
· IETF A Framework for DNSSEC Policies and DNSSEC Practice Statements, RFC 6841
[bookmark: _Toc345146906][bookmark: _Toc359932300][bookmark: _Toc357077546]Internal
· Pre-Delegation Testing, Statement of Work
· Pre-Delegation Testing, Master Test Plan
· Pre-Delegation Testing, Document Test Plan
[bookmark: _Toc348015159][bookmark: _Toc359932301][bookmark: _Toc357077547]Document Hierarchy
[bookmark: _Toc359932302][bookmark: _Toc357077548]Context
N/A
[bookmark: _Toc359932303][bookmark: _Toc357077549]Notation for description
Each test case for the Documentation DPS is described in its own chapter. The test procedures are described directly in the test case.
[bookmark: _Toc359932304][bookmark: _Toc357077550]Document DPS 01, RFC 6841 Structure
[bookmark: _Toc359932305][bookmark: _Toc357077551]Test case identifier
DocDPS01	RFC 6841 Structure
[bookmark: _Toc359932306][bookmark: _Toc357077552]Objective
[bookmark: _Ref347133804][bookmark: _Ref347133810]The test verifies that the structure of the DNSSEC Practice Statement (DPS) is compliant with RFC 6841.
[bookmark: _Toc359932307][bookmark: _Toc357077553]Inputs
The following information will be needed as input for this test case:

	Id
	Description
	Type

	gTLDApplication
	The Applicants original application
	Document

	gTLDDPS
	The ApplicantApplicant’s DNSSEC Practice Statement
	Document


[bookmark: _Toc359932308][bookmark: _Toc357077554]Outcome(s)
The documents MUST include the required information.
[bookmark: _Toc359932309][bookmark: _Toc357077555]Environmental needs
N/A
[bookmark: _Toc359932310][bookmark: _Toc357077556]Special procedural requirements
Suspend test if applicant documentation is missing or incomplete for most parts. 
[bookmark: _Toc359932311][bookmark: _Toc357077557]Intercase dependencies
This test has no intercase dependencies.
[bookmark: _Toc359932312][bookmark: _Toc357077558]Ordered description of steps to be taken to execute the test case
1. Identify the DNSSEC Practice Statement, DPS. Expected document is: document gTLDDPS.
2. Verify that the DPS essentially follows the structure described in the IETF A Framework for DNSSEC Policies and DNSSEC Practice Statements, RFC 6841.
3. Verify that the DPS essentially includes the 8 main sections and all applicable second level subsections of these, stated in RFC 6841, section 5 “Contents of a Set of Provisions”.

The outcome of the testcase is PASS if all criteria for PASS and no criteria for FAIL are fulfilled.

Criteria for PASS:

· The DPS follows the structure given in RFC 6841 with only minor deviations (step 2).
· The DPS includes all 8 main sections and all applicable second level subsections stated in RFC 6841 section 5, with only minor deviations (step 3).

Criteria for FAIL:

· Greater than minor deviations from RFC 6841 exists in the DPS, e.g. missing sections.
· Part of the requested information is unclear or missing. 


[bookmark: _Toc356379777][bookmark: _Toc356379778][bookmark: _Toc356379779][bookmark: _Toc356379780][bookmark: _Toc356379781][bookmark: _Toc356379782][bookmark: _Toc356379783][bookmark: _Toc356379796][bookmark: _Toc356379797][bookmark: _Toc356379798][bookmark: _Toc356379799][bookmark: _Toc356379800][bookmark: _Toc356379801][bookmark: _Toc356379802][bookmark: _Toc356379803][bookmark: _Toc356379804][bookmark: _Toc356379805][bookmark: _Toc356379806][bookmark: _Toc356379807][bookmark: _Toc356379808][bookmark: _Toc356379809][bookmark: _Toc356379810][bookmark: _Toc356379811][bookmark: _Toc356379812][bookmark: _Toc356379813][bookmark: _Toc356379814][bookmark: _Toc356379815][bookmark: _Toc356379816][bookmark: _Toc356379829][bookmark: _Toc356379830][bookmark: _Toc356379831][bookmark: _Toc356379832][bookmark: _Toc356379833][bookmark: _Toc356379834][bookmark: _Toc356379835][bookmark: _Toc356379836][bookmark: _Toc356379837][bookmark: _Toc356379838][bookmark: _Toc356379839][bookmark: _Toc356379840][bookmark: _Toc356379841][bookmark: _Toc356379842][bookmark: _Toc356379843][bookmark: _Toc356379844][bookmark: _Toc356379845][bookmark: _Toc356379846][bookmark: _Toc356379847][bookmark: _Toc356379848][bookmark: _Toc356379849][bookmark: _Toc356379850][bookmark: _Toc356379863][bookmark: _Toc356379864][bookmark: _Toc356379865][bookmark: _Toc356379866][bookmark: _Toc356379867][bookmark: _Toc356379868][bookmark: _Toc356379869][bookmark: _Toc356379870][bookmark: _Toc356379871][bookmark: _Toc356379872][bookmark: _Toc356379873][bookmark: _Toc356379874][bookmark: _Toc356379875][bookmark: _Toc356379876][bookmark: _Toc356379877][bookmark: _Toc359932313][bookmark: _Toc357077559]Document DPS 02, RFC 6841 Contents
[bookmark: _Toc359932314][bookmark: _Toc357077560]Test case identifier
DocDPS02	RFC 6841 Contents
[bookmark: _Toc359932315][bookmark: _Toc357077561]Objective
The test verifies that the contents of the DNSSEC Practice Statement (DPS) is compliant with RFC 6841.

[bookmark: _Toc359932316][bookmark: _Toc357077562]Inputs
The following information will be needed as input for this test case:

	Id
	Description
	Type

	gTLDApplication
	The Applicants original application
	Document

	gTLDDPS
	The ApplicantApplicant’s DNSSEC Practice Statement
	Document



[bookmark: _Toc359932317][bookmark: _Toc357077563]Outcome(s)
The documents MUST include the required information.
[bookmark: _Toc359932318][bookmark: _Toc357077564]Environmental needs
N/A
[bookmark: _Toc359932319][bookmark: _Toc357077565]Special procedural requirements
Suspend test if applicant documentation is incomplete for most parts or missing completely. 
[bookmark: _Toc359932320][bookmark: _Toc357077566]Intercase dependencies
This test has no intercase dependencies.


[bookmark: _Toc359932321][bookmark: _Toc357077567]Ordered description of steps to be taken to execute the test case
1. Identify the DNSSEC Practice Statement, DPS. Expected document is: document gTLDDPS.
2. Verify that the DPS essentially follows the contents described in the IETF A Framework for DNSSEC Policies and DNSSEC Practice Statements, RFC 6841.
3. Verify that the DPS essentially follows the guidelines given in RFC 6841, section 4 “Contents of a Set of Provisions”.
4.  Verify specifically  that the DPS includes the following content:
a. “Section 1 Introduction”, including Document identification and Version. 
b. “Section 2 Publication and Repositories”.
c. “Section 5 Technical Security Controls” including: 
i. What keys are going to be used
ii. Key pair generation and installation
iii. Private key protection
iv. Life cycle technical controls
d. “Section 6 Zone Signing” including:
i. Key lengths and algorithms
ii. Authenticated denial of existence (NSEC/NSEC3)
iii. Signature format
iv. Key rollover (for each present key type)
v. Signature lifetime and re-signing frequency

The outcome of the testcase is PASS if all criteria for PASS and no criteria for FAIL are fulfilled.

Criteria for PASS:

· The DPS contains the contents given in RFC 6841 section 4, with only minor deviations (step 2 and 3).
· The DPS contain all of the contents stated above (step 4).

Criteria for FAIL:

· Greater than minor deviations from RFC 6841 section 4 exists in the DPS, e.g. more than one missing information.
· One or more of the information requested in step 4 is missing or unclear.
· Part of the otherwise requested information is unclear or missing. 





[bookmark: _Toc356379887][bookmark: _Toc356379888][bookmark: _Toc356379889][bookmark: _Toc356379890][bookmark: _Toc356379891][bookmark: _Toc356379892][bookmark: _Toc356379893][bookmark: _Toc356379894][bookmark: _Toc356379895][bookmark: _Toc356379896][bookmark: _Toc356379897][bookmark: _Toc356379898][bookmark: _Toc356379899][bookmark: _Toc356379900][bookmark: _Toc356379901][bookmark: _Toc356379902][bookmark: _Toc356379903][bookmark: _Toc356379904][bookmark: _Toc356379905][bookmark: _Toc356379906][bookmark: _Toc356379907][bookmark: _Toc356379908][bookmark: _Toc356379909][bookmark: _Toc356379910][bookmark: _Toc356379911][bookmark: _Toc356379912][bookmark: _Toc356379913][bookmark: _Toc356379914][bookmark: _Toc356379915][bookmark: _Toc356379916][bookmark: _Toc356379917][bookmark: _Toc356379918][bookmark: _Toc356379919][bookmark: _Toc356379920][bookmark: _Toc359932322][bookmark: _Toc357077568]Global
[bookmark: _Toc359932323][bookmark: _Toc357077569]Glossary
The glossary is available in the Master Test Plan.
[bookmark: _Toc359932324][bookmark: _Toc357077570]Document change procedures
Document change procedures are documented in the Master Test Plan.
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