
 



 

PDT DNS DNSSEC Test Cases   2 

 

 

 



 

PDT DNS DNSSEC Test Cases   3 

LIST OF CONTENTS 

 

1. INTRODUCTION .................................................................................................................... 5 

1.1 SCOPE ................................................................................................................................................................. 5 
1.2 REFERENCES ....................................................................................................................................................... 5 

1.2.1 External .................................................................................................................................................... 5 
1.2.2 Internal .................................................................................................................................................... 5 
1.2.3 Document Hierarchy .............................................................................................................................. 5 

1.3 CONTEXT............................................................................................................................................................. 5 
1.4 NOTATION FOR DESCRIPTION .............................................................................................................................. 5 

2. LEGAL VALUES FOR THE DS HASH DIGEST ALGORITHM ................................................. 6 

2.1 TEST CASE IDENTIFIER ........................................................................................................................................ 6 
2.2 OBJECTIVE .......................................................................................................................................................... 6 
2.3 INPUTS ................................................................................................................................................................ 6 
2.4 OUTCOME(S) ....................................................................................................................................................... 6 
2.5 ENVIRONMENTAL NEEDS ..................................................................................................................................... 6 
2.6 SPECIAL PROCEDURAL REQUIREMENTS ................................................................................................................ 6 
2.7 INTERCASE DEPENDENCIES ................................................................................................................................. 6 
2.8 ORDERED DESCRIPTION OF STEPS TO BE TAKEN TO EXECUTE THE TEST CASE ........................................................ 6 

3. DS MUST MATCH A DNSKEY IN THE DESIGNATED ZONE .................................................. 7 

3.1 TEST CASE IDENTIFIER ........................................................................................................................................ 7 
3.2 OBJECTIVE .......................................................................................................................................................... 7 
3.3 INPUTS ................................................................................................................................................................ 7 
3.4 OUTCOME(S) ....................................................................................................................................................... 7 
3.5 ENVIRONMENTAL NEEDS ..................................................................................................................................... 7 
3.6 SPECIAL PROCEDURAL REQUIREMENTS ................................................................................................................ 7 
3.7 INTERCASE DEPENDENCIES ................................................................................................................................. 7 
3.8 ORDERED DESCRIPTION OF STEPS TO BE TAKEN TO EXECUTE THE TEST CASE ........................................................ 7 

4. CHECK FOR TOO MANY NSEC3 ITERATIONS ...................................................................... 8 

4.1 TEST CASE IDENTIFIER ....................................................................................................................................... 8 
4.2 OBJECTIVE ......................................................................................................................................................... 8 
4.3 INPUTS ............................................................................................................................................................... 8 
4.4 OUTCOME(S) ...................................................................................................................................................... 8 
4.5 ENVIRONMENTAL NEEDS .................................................................................................................................... 8 
4.6 SPECIAL PROCEDURAL REQUIREMENTS ............................................................................................................... 8 
4.7 INTERCASE DEPENDENCIES ................................................................................................................................ 8 
4.8 ORDERED DESCRIPTION OF STEPS TO BE TAKEN TO EXECUTE THE TEST CASE ....................................................... 8 

5. CHECK FOR TOO SHORT OR TOO LONG RRSIG LIFETIMES ............................................... 9 

5.1 TEST CASE IDENTIFIER ........................................................................................................................................ 9 
5.2 OBJECTIVE .......................................................................................................................................................... 9 
5.3 INPUTS ................................................................................................................................................................ 9 
5.4 OUTCOME(S) ....................................................................................................................................................... 9 
5.5 ENVIRONMENTAL NEEDS ..................................................................................................................................... 9 
5.6 SPECIAL PROCEDURAL REQUIREMENTS ................................................................................................................ 9 
5.7 INTERCASE DEPENDENCIES ................................................................................................................................. 9 
5.8 ORDERED DESCRIPTION OF STEPS TO BE TAKEN TO EXECUTE THE TEST CASE ........................................................ 9 

6. CHECK FOR INVALID DNSKEY ALGORITHMS .................................................................. 10 

6.1 TEST CASE IDENTIFIER ...................................................................................................................................... 10 
6.2 OBJECTIVE ........................................................................................................................................................ 10 
6.3 INPUTS .............................................................................................................................................................. 10 
6.4 OUTCOME(S) ..................................................................................................................................................... 10 
6.5 ENVIRONMENTAL NEEDS ................................................................................................................................... 10 
6.6 SPECIAL PROCEDURAL REQUIREMENTS .............................................................................................................. 10 



 

PDT DNS DNSSEC Test Cases   4 

6.7 INTERCASE DEPENDENCIES ............................................................................................................................... 10 
6.8 ORDERED DESCRIPTION OF STEPS TO BE TAKEN TO EXECUTE THE TEST CASE ...................................................... 10 

7. GLOBAL ................................................................................................................................ 11 

7.1 GLOSSARY ......................................................................................................................................................... 11 
7.2 DOCUMENT CHANGE PROCEDURES .................................................................................................................... 11 



 

PDT DNS DNSSEC Test Cases   5 

1. Introduction 

1.1 Scope 

1.2 References 

1.2.1 External 

 

 

 

1.2.2 Internal 

 

 

 

1.2.3 Document Hierarchy 

1.3 Context 

1.4 Notation for description 

Statement of Work

AGB

RFCs

Master Test Plan

DNS Test Plan
Distributed 

TC
Delegation 

TC
DNSSEC TC Zone TC



 

PDT DNS DNSSEC Test Cases   6 

2. Legal values for the DS hash digest algorithm 

2.1 Test case identifier 

2.2 Objective 

2.3 Inputs 

2.4 Outcome(s) 

2.5 Environmental needs 

2.6 Special procedural requirements 

2.7 Intercase dependencies 

2.8 Ordered description of steps to be taken to execute the test case 



 

PDT DNS DNSSEC Test Cases   7 

3. DS must match a DNSKEY in the designated zone 

3.1 Test case identifier 

3.2 Objective 

3.3 Inputs 

3.4 Outcome(s) 

3.5 Environmental needs 

3.6 Special procedural requirements 

3.7 Intercase dependencies 

3.8 Ordered description of steps to be taken to execute the test case 



 

PDT DNS DNSSEC Test Cases   8 

4. Check for too many NSEC3 iterations 

4.1 Test case identifier 

4.2 Objective  

4.3 Inputs  

4.4 Outcome(s)  

4.5 Environmental needs  

4.6 Special procedural requirements  

4.7 Intercase dependencies  

4.8 Ordered description of steps to be taken to execute the test case 



 

PDT DNS DNSSEC Test Cases   9 

5. Check for too short or too long RRSIG lifetimes 

5.1 Test case identifier 

5.2 Objective 

5.3 Inputs 

5.4 Outcome(s) 

5.5 Environmental needs 

5.6 Special procedural requirements 

5.7 Intercase dependencies 

5.8 Ordered description of steps to be taken to execute the test case 



 

PDT DNS DNSSEC Test Cases   10 

6. Check for invalid DNSKEY algorithms 

6.1 Test case identifier 

6.2 Objective 

6.3 Inputs 

6.4 Outcome(s) 

6.5 Environmental needs 

6.6 Special procedural requirements 

6.7 Intercase dependencies 

6.8 Ordered description of steps to be taken to execute the test case 



 

PDT DNS DNSSEC Test Cases   11 

7. Global 

7.1 Glossary 

7.2 Document change procedures 


