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1. Introduction 

1.1 Scope 
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1.2.1 External 

 

 

1.2.2 Internal 

 

 

 

 

 

 

1.2.3 Document Hierarchy 

1.3 Level in the overall sequence 

1.4 Test classes and overall test conditions 

Statement of Work

AGB

RFCs

Master Test Plan

DNS Test Plan
Distributed 

TC
Delegation 

TC
DNSSEC TC Zone TC
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2. Details for this level of test plan 

2.1 Test items and their identifiers 

2.1.1 Statement of Work 

[R9] Test the applicant’s DNS infrastructure for compliance with the requirements described in 
section 5.2 of the AGB. 

[R25] Verify that the provided DNSSEC trust anchor can be used to validate DNSSEC signatures in 
the test zone. 

[R27] Verify that all authoritative name servers complies with the IANA Technical Requirements – 
http://www.iana.org/procedures/nameserver-requirements.html 

 [R28] Verify that the submitted DNSSEC Trust Anchors (DS records) complies with the IANA 
Technical Requirements – http://www.iana.org/procedures/root-dnssec-records.html 

2.1.2 Additions to Statement of Work 

[ADD3] Check invalid syntax for SOA RNAME 

[ADD4] SOA Minimum must be more than 300 seconds 

[ADD5] Check for too many (150) NSEC3 iterations 

[ADD6] Check for too short (12 hours) or too long (180 days) RRSIG lifetimes 

[ADD7] Check for invalid DNSKEY algorithms 

[ADD8] Check for Too long (>172800) TTL for DS records 

[ADD9] Wildcards must not exist in the TLD zone (“site finder”) 

[ADD10] Check for use of zone as “dotless domain” 

[ADD11] nic.<TLD> or whois.nic.<TLD> must be delegated 

2.1.3 Additions to Statement of Work, Distributed testing 

[ADD13] Name server must be able to provide referral to known subdomains, from many distributed 
measurement nodes 

[ADD14] The following AGB requirements must also be tested over IPv4, IPv6, UDP and TCP, from 
many distributed measurement nodes: 

 AGB1, Name server reachability 

 AGB2, Return correct DNSKEY 

 AGB3, Return NSEC/NSEC3 records 

 The following test cases must be tested over IPv4, IPv6, UDP and TCP: 

 DEL3, Name server reachability 

 DEL4, Answer authoritatively 

 DEL6, Consistency between glue and authoritative data 

 DEL7, Consistency between delegation and zone 

 DEL8a, SOA record consistency between authoritative name servers 

 DEL8b, Name server consistency between authoritative name servers 

 DEL11, No open recursive name service 

http://www.iana.org/procedures/nameserver-requirements.html
http://www.iana.org/procedures/root-dnssec-records.html


 

PDT DNS Test Plan  6 

 

 

2.1.4 Technical requirements for authoritative name servers 

2.1.5 Placing TLD delegation signer information in the root zone 

 



 

PDT DNS Test Plan  7 

2.1.6 Applicant Guidebook 

UDP Support -- The DNS infrastructure to which these tests apply comprises 
the complete set of servers and network infrastructure to be used by the chosen 
providers to deliver DNS service for the new gTLD to the Internet. 

TCP support -- TCP transport service for DNS queries and responses must be 
enabled and provisioned for expected load. ICANN will review the capacity self-
certification documentation provided by the applicant and will perform TCP 
reachability and transaction capability tests across a randomly selected subset 
of the name servers within the applicant’s DNS infrastructure. In case of use of 
anycast, each individual server in each anycast set will be tested. 

DNSSEC support -- Applicant must demonstrate support for EDNS(0) in its 
server infrastructure, the ability to return correct DNSSEC-related resource 
records such as DNSKEY, RRSIG, and NSEC/NSEC3 for the signed zone, and 
the ability to accept and publish DS resource records from second-level 
domain administrators. In particular, the applicant must demonstrate its 
ability to support the full life cycle of KSK and ZSK keys. ICANN will review 
the self- certification materials as well as test the reachability, response sizes, 
and DNS transaction capacity for DNS queries using the EDNS(0) protocol 
extension with the “DNSSEC OK” bit set for a randomly selected subset of all 
name servers within the applicant’s DNS infrastructure. In case of use of 
anycast, each individual server in each anycast set will be tested. 

 

The test cases described in the Applicant Guidebook section 5.2 are also covered by R27 and R28. So there will 
be a minimal set of requirements derived from the Applicant Guidebook. Name server reachability over UDP 
and TCP, DNSSEC and EDNS(0) and anycast support will be covered by these requirements: 

 

[AGB1] Name server reachability 

[AGB2] Return correct DNSKEY 

[AGB3] Return NSEC/NSEC3 records 
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2.2 Test Traceability Matrix 
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2.3 Features to be tested 

 

 

 

 

 

 

 

 

 

 

2.4 Features not to be tested 

 

 

 

 

 
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2.5 Approach 

2.6 Item pass/fail criteria 

2.7 Suspension criteria and resumption requirements 

2.8 Test deliverables 

 

 
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3. Test management 
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4. General 

4.1 Glossary 

4.2 Document change procedures 


